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.Q: Create RSA signature of certificate? I am generating a certificate/public
key pair and I am using the following command: openssl req -new -sha1
-newkey rsa:2048 -nodes -keyout key.pem -out csr.pem -x509 -days 365
-new and then when I use this command: openssl rsautl -sign -inkey
key.pem -in csr.pem -out result.pem to sign the certificate and then I try to
verify the signature, in the jssecacerts I have the following information
about the certificate: Certificate Details
subject=/C=US/ST=Wyoming/O=DataWize Corporation/OU=DataWize
Consortium/CN=my.name.com basicConstraints=CA:FALSE
keyUsage=nonRepudiation, digitalSignature, keyEncipherment
extendedKeyUsage=serverAuth I know that the first line is the subject of
the certificate and then I use the command: openssl asn1parse -in csr.pem
-inform DER -outform PEM -noout -strparse 4 to get the the information
about the subject and then use: openssl x509 -noout -text -inform PEM -in
csr.pem I get this information about the subject: Certificate: Data: Version: 3
(0x2) Serial Number: 1 (0x1) Signature Algorithm: sha1WithRSAEncryption
Issuer: CN=my.name.com Validity Not Before: Aug 11 00:00:00 2015 GMT
Not After : Feb 11 00:00:00 2016 GMT Subject: CN=my.name.com Subject
Public Key Info: Public Key Algorithm: rsaEncryption
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